New Mills and District Volunteer Centre

Acceptable Use policy of IT facilities

(including email and the Internet)

1. Reasons for having this policy

Employers are responsible for their employees’ activities when using the Internet. For example, if software for use in an organisation is obtained illegally, the employer is liable, even if it was obtained without his or her knowledge or permission.

Similarly, information on an organisation’s website or in its email can give rise to legal action against that organisation. Employers are responsible if employees send email messages which are defamatory or which breach confidentiality or contract. Any such messages will be disclosable for the purposes of legal action. In order to reduce liability, employers must be able to prove that they have a policy in place to prevent illegal actions and that appropriate steps are taken to enforce this policy

The purpose of this policy is therefore to ensure all paid staff and volunteers understand the way our IT facilities should be used, to enable us to gain maximum benefit from them in carrying out our jobs. 

By following this policy we'll help ensure IT facilities are used:
- legally
- securely
- without undermining New Mills Volunteer Centre;
- effectively
- in a spirit of co-operation, trust and consideration for others
- so they remain available.

All staff and volunteers are expected to adhere to it.
Note:
The following guidance statements apply to computer equipment whether used on or off the premises, and to personal computer equipment (i.e. personal laptops and CD Roms  USB Sticks etc) if used on the premises or for official business. 

2. Software

I. Take care to use software legally in accordance with both the letter and spirit of relevant licensing and copyright agreements.

II. Copying software for use outside these agreements is illegal and may result in criminal charges.

3. Security

I. Don't attempt to gain unauthorised access to information or facilities. The Computer Misuse Act 1990 makes it a criminal offence to obtain unauthorised access to any computer (including workstations and PCs) or to modify its contents. Information resources you feel can be shared should always be placed in the data/shared files area of the network server. Contact the Centre Manager if you do not know how to do this.


II. All users have a login password. Don't disclose system passwords to other staff, volunteers or external agents and don't use anyone else's login; this compromises the security of New Mills Volunteer Centre computer network. If someone else gets to know your password, get Centre Manager to change it (Note 2).
If you leave your PC unattended without logging off, you are responsible for any misuse of it while you're away.

III. Anti virus software is installed on all PCs, and should not be removed or disabled. The software checks incoming email for viruses, and automatically updates. However, this should not be considered 100% reliable. Therefore, please take care when checking or opening emails – the greatest risk is from viruses that lie in downloaded programs and program files (those that end in .exe, .bat or .com) or image files (.jpeg or .jpg). If you are in any doubt about the contents of an email or attachment (for example if you don’t know who sent it), do not open it, and contact The Centre Manager. ALWAYS use the anti virus software to check CD Rom ,USB Sticks etc for viruses, even if you think they are clean Computer viruses are capable of destroying New Mills Volunteer Centre information resources. It is better to be safe than sorry.

4. Email 

Email is a fast and inexpensive way of delivering messages and documents across long or short distances. Because information can be shared quickly between any number of people it removes the need to print and distribute information by conventional means. However, remember that many people don’t have access to email, and therefore it should not be used as the only form of communication. Email can stifle face-to-face communication, and should not be used to excess so that people suffer from “information overload”.

a. Use

I. All paid staff will have access to email and will be provided with an email address for correspondence 

II. Volunteers may have access to email and will be provided with an email address for correspondence if considered necessary

III. New Mills Volunteer Centre email addresses are primarily available for business purposes. However, email can be used for personal use provided this does not cause a loss of productivity due to excessive use, and does not contravene the content guidelines set out in this document.

b. Content

I. Sending offensive email will not be tolerated. It can be a criminal offence. The sender of a message that causes offence will be subject to normal disciplinary procedures. In this respect email is no different from any other interpersonal dispute. The same laws apply to email as to any other written document and therefore they should avoid making any inaccurate or defamatory statements.  You must seek advice before sending a message if there is any doubt about its contents. 

II. You are a representative of New Mills Volunteer Centre when you're on the Internet using email. Make sure your actions are in the interest (and spirit) of New Mills Volunteer Centre and don't leave the organisation open to legal action (e.g. libel).
Remember the over-cautious but widely quoted dictum that, when using the Internet, you shouldn’t transmit anything you wouldn’t shout in a crowded room.

c. Distribution

I. In spite of the benefits of email, there is a danger of loss of productivity associated with its excessive use. Send only relevant emails and avoid the automatic forwarding of messages to long circulation lists, which unnecessarily increases the traffic and the time spent dealing with irrelevant correspondence. 

II. The sending of large amounts of uninvited email, and the forwarding of chain letters or other unsolicited (‘junk’) mail is not permitted. 

III. Employees who are due to take annual leave should arrange to have their auto responder activated by the Centre Manager.

IV. If a message is wrongly delivered to a staff member, it should be redirected to the correct person and if the email message contains confidential information, use must not be made of that information and nor must it be disclosed.  

d. Email addresses

I. Email address should be treated as confidential in the same circumstances as a street address and care taken to ensure that private email addresses are not wrongly circulated.

II. If sending mail to a large number of people, enter their email addresses in the “Bcc” field on the message, not the “To” or “cc” fields. This will ensure that individual email addresses cannot be seen by everyone the email is being sent to, which could be considered a breach of the data protection act if permission has not been sought from all recipients.

e. General points on email use

I. When publishing or transmitting information externally be aware that you are representing New Mills Volunteer Centre and could be seen as speaking on New Mills Volunteer Centres behalf. Make it clear when opinions are personal. If in doubt, consult your line manager.

II. Check your email in-box at regular intervals during the working day. Try to decide what to do with each email as you read it (e.g. delete it, reply to it, save the whole email in a folder, or extract just the useful information and save it somewhere logical). Not reading your email on a regular basis leads to inefficiencies throughout the organisation – for example, people having to call you to check if you have actioned something, or are awaiting an answer on something to complete a piece of work

III. Keep electronic files of electronic correspondence, only keeping what you need to. Don't print it off and keep paper files unless absolutely necessary.

IV. Treat others with respect and in a way you would expect to be treated yourself (e.g. don't send unconstructive feedback, argue or invite colleagues to publicise their displeasure at the actions / decisions of a colleague).

V. Don't forward emails warning about viruses (they are invariably hoaxes and the Centre Manager will probably already be aware of genuine viruses - if in doubt, contact the Manager for advice).

f. Email etiquette 

I. Being courteous is more likely to get you the response you want. Do address someone by name at the beginning of the message, especially if you are also copying another group of people.

II. 
Make your subject headers clear and relevant to your reader(s) e.g. Don't use subject headers like "stuff" Don't send a subject header of, say "accounts" to the accountant

III. 
Capitals (e.g. NOW) can also be used to emphasise words, but should be used sparingly as it is commonly perceived as 'shouting'.

5. Using the Internet (“the web”)

All employees are permitted access to the Internet for work use. One problem with browsing the Internet, even for work purposes, is that it can become unfocused and time-consuming. Remember that alternative sources (e.g. library, directory enquiries, advice lines and other information providing organisations) may be able to provide the information you need quicker than you can find it using the Internet. The internet may be used for occasional personal use provided this does not cause a loss of productivity, and does not contravene the content guidelines set out in this document.
I. The playing of games on the Internet is banned, as is gambling and the use of ‘chat’ lines.  

II. Avoid signing up to receive email news from commercial companies unless essential for you work – companies often “sell” their mailing lists to other companies, and you can often be subjected to a large amount of “Spam” (unsolicited email) because of it

III. Credit card transactions (whether personal or business-related) should only be made online with the approval of your line manager. 

a. Downloading information: Obtaining inappropriate text and images

I. The deliberate downloading of offensive, obscene or indecent material from any source is forbidden and considered gross misconduct. As such, it will be subject to disciplinary procedures . The storing and transfer of such images using equipment is forbidden.

b. Copyright law
I. Much of what appears on the web is, or claims to be, protected by copyright. If so, only the owner of the copyright is allowed to copy the information. Any copying without permission, including electronic copying, is prohibited. Copyright laws apply not only to documents but also to software. If in doubt over the copyright of an Internet document, ask the Centre Manager  for advice.

c. Obtaining incorrect or poor quality information

I. One of the main benefits of the Internet is the access which it gives to large amounts of information which is often more up-to-date than in traditional sources like libraries. Unfortunately, as the Internet is uncontrolled, some of this information is less accurate than it may appear and some of it is wilfully misleading. Check that any information on the Internet is:

Current:
look for a date

Reliable:
look for the name of a trusted organisation and for an address and phone number.

6. Precautionary and Disciplinary Measures

I. Deliberate and serious breach of the policy statements in this document will lead to disciplinary measures. Note that this allows for immediate action in extreme cases.

II. The right is reserved to monitor Internet use to log which websites are being accessed, for what length of time and by whom. The volume of emails sent inside and outside the organisation may be monitored but as a general rule, the content will not usually be monitored. However, the right is reserved to intercept and read emails to enable work to be covered during staff absence, as part of a disciplinary enquiry, for audit purposes, or to protect against crime, hacking, unauthorised use or viruses. Emails, which are clearly personal and confidential, will not usually be read.

7. Miscellaneous
a. Installing Software & hardware

I. Any software and personally owned peripheral devices (such as printers, cameras and PDAs) should not be installed on any computer equipment owned and/or operated by New Mills Volunteer Centre without the permission of  the Centre Manager. 

II. Once installed, all software (CD’s etc) should be stored securely in the office safe.

III. All new computer hardware should be security marked with organisations telephone number & postcode.

b. Backing up of data

I. The New Mills Volunteer Centre network automatically backs up data stored on the server on a daily basis. Therefore you should ensure that data is saved to this part of the computer system. (Desktop computers are automatically configured to do this. The laptop computers need to have this done manually, and it is the responsibility of the user to ensure the data on the laptop C:/ drive is transferred to the “users” area of the server on a regular basis to ensure their data is secure if there is a hardware problem with the laptop.)
 

II. It is responsibility of  all users to ensure that the back up media is stored securely  each day.

c. Care of equipment
I. Don't re-arrange how equipment is plugged in (computers, power supplies, network cabling, modems etc.) without first contacting the Centre Manager.

II. Be careful with food and drink around all IT equipment as spillages and crumbs can cause damage.

III. Users of laptop computers are responsible for their care when outside the building. Laptops should not be left visible in vehicles at any time, or left in vehicles overnight, and care should be taken to ensure that sensitive information that may be contained on laptop computers is secure if using computer in a public place.

Approved  10th June 2009
